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128 64 32 16 8 4 2 1 <- write this in the margin FIRST
binary -> decimal: 1100 0000 = 128+64 = 192 (2026 q1)
hex -> binary: Ox2F = 0010 1111 (4 bits per hex digit) (2023 12)
binary -> octal: 00 101 111 = © 5 7 -> 057 (3 bits per octal digit)
decimal-> hex: 200 = 1100 1000 = C8

hex: -9 AB CD E F = 10 11 12 13 14 15
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012023 255.255.255.192 15w NI'o 26 /26-n ND0N
012023 0.0.0.63 nNJ0N - 255.255.255.255 /26-nN [wildcard
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shortening: 2001:0db8:0000:0000:0000:0000:0000:0001
1. drop leading zeros in each group: 2001:db8:0:0:0:0:0:1
2. longest run of zero groups -> :: (ONCE): 2001:db8::1 (2023 22)
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access-list <100-199> permit|deny <tcp|udp|icmp|ip> <src> <wc> <dst> <wc> [eq <port>]

access-list <n> permit ip any any <- ALWAYS the last line
interface <toward the source>
ip access-group <n> in <- extended: close to the source, IN

2023 3n — DNS + DHCP yes, WEB no, from 192.168.20.0/24:
access-list 101 permit udp 192.168.20.0 0.0.0.255 any eq 53
access-list 101 permit udp 192.168.20.0 0.0.0.255 any eq 67
access-list 101 deny tcp 192.168.20.0 0.0.0.255 any eq 80
access-list 101 permit ip any any

2026 20 — block Telnet, allow SSH, from 10.3.3.0/24:
access-list 102 deny tcp 10.3.3.0 0.0.0.255 any eq 23
access-list 102 permit tcp 10.3.3.0 0.0.0.255 any eq 22
access-list 102 permit ip any any

[tcp 22. permit ip|=[SSH]|-[tcp 23]=Telnet|-[tcp 80| =[HTTP]-[udp 67]=[DHCP]-[udp 53] =[DNS|
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.1000 1100 — 1000 = 8 - 1100 = 12 = C {bin|—[hex].1
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